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Introduction

The name “ransomware” refers to a type of malware that is designed
to infect machines, encrypt as many files as possible and hold the
decryption key for ransom until the victim submits the required
payment. While documented complaints of modern ransomware date
back to 2005, the malware has recently gained a new popularity. In
2015 alone, there were nearly 407,000 attempted ransomware infec-
tions and over $325 million extorted from victims; those numbers are

only expected to grow during 2016".

Ransomware has become a preferred means of extortion

by opportunistic attackers for two key reasons. First, many
organizations fail to practice good hygiene when it comes

to backup and recovery. Backups may be few and far
between, meaning that once data on endpoints and servers
is encrypted and held for ransom, organizations are forced to
choose between losing important data forever or forking over
Bitcoin to — hopefully — get their data back. Second, many
organizations rely on traditional anti-virus solutions, which are
often not effective in blocking ransomware. These solutions
work by maintaining an inventory of known malware and
blocking future executions of that malware. Because ransom-
ware files slightly morph with each new version, and new
versions are created by the minute, traditional anti-virus solu-
tions have little realistic chance of preventing an infection.

This paper documents research conducted by CyberArk Labs
to investigate ransomware and learn which potential mitiga-
tion strategies could be most effective. One of the key find-
ings was that when local administrator rights were removed
and application control policies were in place, 100 percent of
ransomware samples were prevented from encrypting files.

From hospitals to schools to
banks, and even a NASCAR team,
organizations are falling victim

to ransomware at increasing
rates. The fees demanded by the
attackers can vary greatly; one
victim reported that the attackers
required one Bitcoin for each
infected machine. At the time, that
equaled approximately $450 per
machine?, and considering that
certain strains of ransomware can
rapidly spread through an envi-
ronment, the total ransomware
payment can become exponen-
tially higher than just $450.

1 http//cyberthreatalliance.org/cryptowall-report.pdf

2 http://www.securityweek.com/lechiffre-ransomware-hits-indian-banks-pharma-company
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Research Methodology

To conduct this research, CyberArk needed real-world samples of ransomware and a realistic lab environment in which the ransom-
ware could be tested. The CyberArk Labs team built a dedicated lab with real, physical machines and real files so that the ransom-
ware could execute and spread just as it would inside a victim organization. To date, the team has tested over 23,000 samples of
ransomware, and they are currently testing new samples per day. These samples represent ransomware from over 30 different

malware families, with the greatest number of samples coming from Cryptolocker, Petya and Locky, which are the most common
and notorious families of ransomware.

Given the number of individual strands of ransomware, these 23,000 tested samples represent a small subset of all ransomware.
However, given the polymorphic nature of ransomware, this sample is highly representative of ransomware as a whole. Though
each new individual piece of ransomware is slightly different from a previous version, all versions share common infection and
execution methods. They simply have different file hashes to help evade detection.

The goal of this research was to analyze the behavior of the tested ransomware samples to determine which strategies could be
most effective in mitigating the damage caused by these attacks. As such, the team considered the benefits and challenges of the
below strategies:

- Application whitelisting - Least privilege
- Application blacklisting - Backup and recovery

- Application greylisting

Figure 1. The number of samples from each ransomware family that have been tested and analyzed.
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Lessons Learned: The Path to Encryption

Before assessing potential mitigation strategies, the research team first sought to understand how
ransomware typically behaves. Figure 2 shows the typical workflow that the majority of ransomware
samples followed once it began executing. One interesting observation was that even though the various
ransomware families had similar workflows, different families had different “triggers,” or actions that
prompted the ransomware to execute. Some families began executing immediately, some waited for an
Internet connection, some waited for the mouse pointer to move and others waited for a Microsoft Office
application to run.

Figure 2: Ransomware Flow
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Once the ransomware was triggered to execute, 90 percent of the samples analyzed first attempted to
communicate back to an attacker-managed key server, which held the unique public key used to encrypt
files on the machine. In 20 percent of all cases, if the connection could not be established, the ransom-
ware would fail. Yet, a full 70 percent of ransomware samples were able to execute using a default public
key, even if a unique key could not be retrieved from the key server. Notably, this approach can be less
effective for the attacker, as a victim can potentially use a single default decryption key that has already
been purchased to decrypt all files that were encrypted using the same key. The remaining 10 percent of
samples included the unique public key within the ransomware file itself, thus eliminating the need for an
outside connection. Based on this observation, the research team noted that if organizations could limit
the ransomware’s ability to establish an outside connection, organizations could typically either prevent
the ransomware from executing or force the attackers to use a default key, thus minimizing the financial
impact of the attack.
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Figure 3: Percent of ransomware that was reliant upon a unique encryption key
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Next, the ransomware began to scan the infected machines to locate specific files types. The ransomware samples
searched for several file types and extensions, including the following:

- Microsoft Office files: .doc, .docx, xls, xlsx, .ppt, .pptx - Image files: jpeg, .png, .gif, bmp, tiff, .pcx, .emf, .rle, .dib
- Adobe files: .pdf, .ai, .psd, .indd, .ps, .eps - Code files: .c, .h, .cpp, .py, vb

Upon locating the files, the ransomware began the encryption process. Some families of ransomware methodically scanned
for files, directory by directory, and encrypted them immediately upon discovery. In these cases, the entire encryption-to-no-
tification process took just seconds to minutes. Others operated more stealthily to evade detection. Samples within these
families first generated a list of all files to encrypt, and then randomly began the encryption process to stay under the radar
of endpoint threat detection solutions.

While the ransomware was busy encrypting files, it simultaneously also tried to maximize the number of impacted
machines. To do this, the ransomware searched the infected machine for connected drives, endpoints and servers and
spread as much as possible to maximize the number of systems held for ransom. This was typically done in two ways. First,
most of the ransomware samples were able to locate shared drives and network drives accessible from infected endpoints.
If the user account had access to these drives, so did the ransomware. Second, the ransomware samples often scanned

for connected machines and attempted to reuse user credentials to access these machines. If the login was successful, the
ransomware was able to spread, thus increasing the total number of infected machines and driving up the recovery cost for
the victim.

Once the encryption process was complete and the ransomware had begun its attempt to spread through the network,
users were presented with a ransom notice similar to that in Figure 4. To receive the key needed to decrypt the impacted
files, users were required to submit payment — the ransom — to the attackers. Payment was typically demanded in Bitcoin,
and for Bitcoin novices, some attackers went so far as to set up “help desks” to help victims purchase Bitcoin and complete
the funds transfer.

Figure 4: Ransomware notice presented to users infected by CTB-Locker.

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press 'View' to view the list of files that have been encrypted.

Press 'Next’ for the next page.

!
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Commonalities across Ransomware
Families

While the samples within different families of ransomware had slightly different characteristics, they all had
three things in common:

- They were easily able to infect machines

- Once the infection occurred, the vast majority of files were encrypted successfully

- The ransomware files themselves could easily be removed

Infection

One of the major takeaways was that traditional anti-virus software was often not effective in stopping the
ransomware. This was the case because traditional anti-virus software relies on known blacklists, meaning that
a specific piece of malware must already be known (ie: must have already infected at least one machine) to

be added to a blacklist. Due to the polymorphic nature of most families of ransomware, no two samples were
exactly the same. Instead, with each new target victim, the attackers will rapidly create a new, slightly morphed,
piece of malware to stay ahead of blacklisting technologies and evade detection.

This ease of infection led the research team to conclude that even though the use of anti-virus is good security
hygiene, it's not effective against polymorphic malware. To prevent ransomware from infecting machines, orga-
nizations must take a more proactive approach to endpoint and server security, such as application whitelisting
and/or application greylisting.

Encryption

A second major takeaway is that while many strains of modern malware require local administrator rights to
properly execute, many strains of ransomware do not require these rights. While 70 percent of ransomware
attempted to gain local administrator rights, only 10 percent of ransomware would fail to execute if these rights
were not attained.

This led the research team to conclude that while organizations should remove local administrator rights, they
should also proactively control applications to prevent file encryption. Specifically, the CyberArk Labs team
demonstrated that when read, write and modify file privileges were denied from unknown applications and
local administrator rights were also removed, file encryption caused by ransomware was prevented in 100
percent of the cases.

Removal

Unlike some strains of sophisticated malware that can be difficult to locate and remove, the ransomware
samples analyzed were easy to locate and remove once they were detected. This means that victim organiza-
tions who proactively backup files can dramatically reduce the impact of ransomware and avoid having to make
a choice between paying a costly ransom or losing data forever. Instead, once the files are encrypted, victim
organizations can locate the ransomware files on infected machines, remove them from the system and then
restore the affected files from backup.

As a result, proactive backup of files on endpoints and servers can help mitigate damage caused by ransom-
ware. Frequent backups of valuable files can make it much easier to recover from ransomware attacks and
lessen the impact of damage caused by this strain of malware.
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Assessing Mitigation Strategies

Before selecting one or more techniques to mitigate the risks associated
with ransomware, organizations should consider the benefits and chal-
lenges of each option. This section describes the mitigation strategies
assessed and tested by the CyberArk Labs team and pros and cons of

Research demonstrated

each. that application greylisting
Application whitelisting coupled with the removal
By nature, application whitelisting is 100 percent effective in blocking of local administrator
ransomware, as it blocks all applications that are not explicitly trusted .

from penetrating the environment. While this mitigation strategy is highly rlghts was 100 percent
effective in preventing ransomware attacks, it is extremely difficult to do effective in preventing
well in practice. To effectively whitelist applications, IT teams must know

exactly what applications and application versions are needed by each ransomware from

user and system in the organizations, and each individual application
version must be explicitly whitelisted by the IT team. Application whitelis-
ting can be an optimal approach for servers, which are typically static,
but on dynamic user endpoints, which often require a wide variety of
business applications, this approach can bring user productivity to a halt.

encrypting files.

Application blacklisting

Using this approach, organizations can prevent known malware (ie: malware that has already infected at least one machine) from
executing in their environment. While this is helpful in detecting and blocking older versions of opportunistic malware, it is highly
ineffective in protecting against ransomware. Thousands of new ransomware samples are released into the wild each day, and
traditional blacklists simply cannot keep up®. As a result, the research team determined that even though application blacklisting
is a general best practice, it is not effective in detecting or preventing ransomware.

Application greylisting

Using this approach, organizations can prevent known, blacklisted malware from executing
in their environments as well as limit the permissions available to all applications that are not
explicitly trusted. This approach offers more flexibility than whitelisting and can be used to
prevent unknown applications from doing things such as accessing the Internet and reading,
writing or modifying files. Without Internet access, the ransomware was unable to access

its key server. This resulted in 20 percent of ransomware failing immediately and 70 percent
being forced to attempt encryption using a default key. Even better, by restricting read, write,
and modify file permissions, the ransomware was unable to gain the permissions needed

to access and encrypt files. When the CyberArk Labs team tested this approach with the
ransomware samples, it was 99.97 percent effective in preventing file encryption in cases
when the infected user had local administrator rights, and it was 100 percent effective in
preventing file encryption in cases when the user did not have local administrator rights.

Least privilege

i

This step is not just simply good hygiene; it is also included as one of Microsoft's “Ten
Immutable Laws of Security.” Interestingly, while the removal of local administrator rights
alone is often effective in preventing damage from most modern malware, the CyberArk

3 http//www.businessinsider.com/fighting-ransomware-with-antivirus-2016-1
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Labs team noted that this step alone was only effective in preventing damage from 10 percent of the ransom-
ware samples analyzed. Based on this observation, the CyberArk Labs team reiterated the importance of both
removing local administrator rights and controlling applications. Notably, before entirely removing local adminis-
trator privileges from users, organizations should assess their environment to understand potential productivity
challenges that may result from this move. Some legitimate business applications and tasks require adminis-
trator privileges to function properly, and the immediate removal these permissions without exception policies
for needed tasks could potentially halt the business.

Backup and recovery

Data backup should be a part of any organization’s disaster recovery strategy, and automated backup helps to
ensure that backup files are comprehensive and up-to-date. File backup cannot prevent ransomware attacks,
but it can significantly lessen the damage caused by these attacks. Instead of paying a ransom to retrieve
encrypted data, organizations can simply restore impacted files from the most recent backup. Organizations
should consider the cost of backup and storage against the costs of data loss, remediation and recovery, and
prioritize files or assets to backup based on the organization’s unique risk tolerance and budget.

Recommendations

Based on the research conducted in the CyberArk Lab, the team recommends that organizations apply the
following mitigation techniques to mitigate risks associated with ransomware without negatively impacting
business productivity.

- Apply application greylisting on user endpoints to prevent unknown
applications, such as new ransomware instances, from accessing the
Internet and gaining the read, write and modify permissions needed to
encrypt files.

- Apply application whitelisting on servers to maximize the security of these
assets.

- Remove local administrator rights from standard user accounts to reduce
the attack surface.

- Automatically elevate account privileges for specific authorized tasks to
keep users productive without providing unnecessary privileges.

- Use anti-virus tools to protect against common and known malware.

- Frequently and automatically backup data from endpoints and servers to
allow for effective disaster recovery.

For the best results, CyberArk Labs recommends that organizations assess their environments to locate all
endpoints and servers that contain sensitive or valuable files. After whitelisting applications on static servers, organi-
zations should determine what files types on endpoints contain the most important information (ex: xIsx, .pptx, .pdf,
etc). Such an assessment can help organizations understand what file types are most valuable, which in turn can
help organizations create effective greylisting policies to protect these file types from unknown applications.
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Summary

After analyzing and testing more than 23,000 samples of ransomware, CyberArk Labs has demonstrated that an alternative

approach to proactive security can be effective in protecting against ransomware and can thus dramatically minimize the impact of
this type of attack.

In addition to removing administrator rights from standard user accounts and regularly backing up data, which are both considered
standard IT best practices, organizations should also consider taking a greylisting approach to application control on endpoints.
With such an approach, organizations can prevent unknown applications, which are neither explicitly trusted nor blacklisted, from
accessing the Internet and gaining read, write and modify permissions on defined file types. The enables organizations to focus on
protecting access to the target of malicious applications - the files — instead of solely relying on the ability to detect polymorphic
malware, which is incredibly difficult to do in practice. When tested in the CyberArk Lab, the combination of application greylis-

ting and the removal of local administrator rights proved to be 100 percent effective in preventing ransomware from gaining the
permissions necessary to access protected file types and complete the encryption process.
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